MexayHapoaHas Xu3Hb: MHopmaumoHHas 6e3onacHoCTb ans pa3sutusa Poccun

NHdopmaumoHHasa 6e3onacHOCTb anst pa3sutusa Poccumn

16:14 12/12/2013 [puropwuii Nosonoukuii , wed-penakTop XypHana «MexayHaponHas
KN3Hb»

|

B Ananntnyeckom ueHTpe npu MNMpasutenbctee PP 11 gekabps c.r. cocToANCs KPyrnblii CTON
«/IHghopMaumnoHHas 6e30MacHOCTb Kak yCloBMe YyCTOMYMBOro U CTabunbHOro pa3BmTms
Poccun», B KOTOPOM NPUHANN y4acTue N3BECTHbIE MPEeACTaBUTENN SKCNEPTHOMO CO0OWecTBa,
yyeHble, npeactasmuteny MuHmuctepctea 06opoHbl, MU Poccun nopyrux BeaomcTs. 310 6bino
COBMeCTHOe meponpusatne AHannTtundeckoro LeHTpa npu lNpasutenbctee P® n NHcTutyTta
Mex nyHapogHbix nccnegosanuin IMA MITMIMO (Y) ML, Poccun npu cogenctenm pegakumm
XypHana «MexayHapoaHas Xu3sHb». Ha oTKpbITUM MeponpusaTua NnpucyTcTeosana
3amecTuTtenb gupektopa AHanuTtuyeckoro ueHTpa npu lNpaeutensctee Poccun [MannHa
YnHapuxmHa.

Co BCTYNUTE/NbHBIM CNOBOM K YHaCTHMKAM KPYrnoro ctona obpaTtuncs pykoBoauTenb
Orpekumm Nno MHEPOPMALIMOHHBLIM TEXHONOrMAM AHanNMTMYeCKoro ueHTpa npu lNpaesutenscree
Poccuiickon ®epnepaunm Anekcent XpomoB. A.XpOMOB NOAYEPKHY N, YTO NPO6nembI
NHGOPMAaLMOHHON 6e30MacHOCTY B CBETE CTPEMUTENBHOMO Pa3BUTUS MHGDOPMALMOHHOMO
oblecTBa cTaHOBATCA Bce bonee akTyanbHbIMU. [oXenas BCeM y4acTHMKaM NI0A0TBOPHOM
LMCKYyCCUM, pyKoBoanTenb Jmpekunm npeanoxun, 4tTobbl NTorom obcy X AeHNs, BO3MOXHO,
cTano onobpeHne cobpaBWNMMCS NPERNOXeHNS AHANMMTUYECKOrO LeHTpa npu
MpaButenbctee P® n MHCTUTYyTa MeXxayHapoaHbIX UCCNefoBaHU 0 NpoBeaeHNN

Me>X AyHapOaHYO KOHbepeHUuio No nHpopmaLmoHHon 6esonacHocTn B ropone Mockee
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BecHown cneaytouero 2014 roga.

C KpaTKuM BCTYNUTENbHBLIM CNOBOM 0BpaTuncs Kk cobpaswmnmcs Takxe YpessblyaiHblii ©
lMonHomouHbIN MNocnaHHWK, ampekTop NHCTUTYyTa MexayHapoaHbix nccnegosanunin MIMMO
(Y) ML Poccun A.Opnos. Ponb nHpopMaLMOHHOM CArepbl B XN3HEAEATENbHOCTHY
COBPEMEHHOr0 06WeCcTBa NOCTOSHHO BO3pacTaeT, OTMETM OH. OTO — 00 bEKTMBHbIN NPOLECC,
KOTOPbIA HEBO3MOXHO OCTAHOBUTb. JJOCTYN COBPEMEHHOrO YenoBeka K nHgopMauum
ABNAETCA HEMPENOXHbBIM YCNOBMEM FrapMOHUYHOIO PasBmTUS NMMYHOCTU, OTPaXEHNEM ero
KOHCTUTYUMOHHbIX Npas. B nocnegHue rofbl B HalWen CTpaHe OCyLWeCTBAEH KOMMNEKC Mep,
HanpaBfeHHbIX Ha obecneyeHne NHPOPMALIMOHHOK 6e3onacHOCTW. VIMEHHO B 3TMX Lensx, kak
nonyepkHyn A.Opnos, oopMupyeTcst Heo6X0AMMOe NPaBOBOE NPOCTPAHCTBO, MPUHAT PSa
3aKOHOB 1 HOPMATUBHbIX akTOB B 9T0 obnactu. MpeanaeHTom Poccnm yTBEPX AEHDI

L oKTpuHa nHopmaumnoHHol 6esonacHocTn PP n Ctpaterus passmtust MHPOPMaLMOHHOMO
obuwecTsa B PO.

NHdgoopmaumoHHas 6e30nacHOCTb CTAHOBUTCS MONEM WMPOKOro MeX AyHapOoAHOro
cotpynHmyecTBa. OgHa Tonbko "eHepanbHas Accambnes OOH npuHsna 6onee gecsitka
pe30/oUniA Mo 3TOMY BOMpPOCY.

B 10 Xe BpeMsi, 3aMeTuN y4yeHblii, OTKPbITOCTbIO MHPOPMALMOHHON Cpefibl B HALWW OHU
aKTVMBHO MOJNb3YOTCA Te, KTO CTPEMUTCS K Ae30praHM3aumm obwecTsa, pasXuraHuio
coumanbHO, pacoBOWA, HALMOHANBHOW U PENUTMO3HOW HEHABUCTM 1 BpaXabl, KTO 3a4ancs
Lle/blo BTOPraTbCs B YAaCTHYO XW3Hb U NEepenncky rpaxaaH ¢ HebnaroBuaHbIMU LENSMUA.
HeTouHas nnn co3HaTenbHO UCKaXeHHas MHpopMaums, SBASoWAsCs, Kak M3BECTHO, (OOPMON
KOCBEHHOr0 yrpaBfieH1sl, MaHUMYIMPOBaHWS], Kak YeNOBEKOM, TakK U 0BLECTBOM B LIENOM,
cnocobHa NpoBOLMPOBATb UK YCUAMBATDL COLMANbHYO HANPsSiXXEeHHOCTb, YTO MOXET BECTM K
HenpeackasyembiM U faxe TparvmyHoiM nocneacTteusiM. OTkpoBeHns daeapaa CHoyaeHa o
MNOTHOM «3/1EKTPOHHOM KO/Nake» yCTaHOBNEHHOM aMePUKaHCKMMM crieucnyx6amm Han Bcem
MUPOBbLIM COOBIECTBOM (OT MPOCThIX FpaXxaaH 40 NMUAEPOB rocyNapCTB, B TOM YMC/E CO3HbIX
CoefMHeHHbIM LLiTaTam) BbICBETUAN MHYKO CTOPOHY MHADOPMaLIMOHHOM Be3onacHocTh. 3TO
CTOpPOHA MHTEPHETA CBSI3aHHA C rpaHMuamMi fonyCcTMMOro BMEWaTenbCTBa CO CTOPOHbI
rocynapcTsa v ero cneumnanbHblX OPraHoB B NIMYHYIO XW3Hb rpaXhaH, Aaxe nok BHEeWHe
6naroBuoHbLIM NPeaioroMm.

Poccusi BecbMa 3aMHTepecoBaHa B y4acTuK B pelleHnn 3aaay no obecneveHmnto 6e3onacHoCTu
MCNONb30BaHNSA MHPOPMALMOHHBIX 1 KOMMYHUKAUMOHHbIX TexHonoruii (UKT), ctpemntcs K
HanaxvBaHuWio MacWwTabHOro CoTpyaHNYECTBa B AeNe YKPENIeHNs Mep AOBEPUS B cpepe
npumeHeHusi IKT v noBblweHns adppek TMBHOCTM NeperoBOpHOro npouecca B o6nactu
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POPMUPOBAHUS LLENTOCTHOM CUCTEMBI MEX AYHAPOLHOW MHOPOPMALIMOHHOK 6e30MacHOCTM.
CuctemHoe, yrnybneHHoe n3yyeHne BCeX acnekToB 0OPMMPOBAHMS HOBOW MHAPOPMALIMOHHOW
KynbTypbl YenoBeka 1 obwecTsa SBISETCS B Hale BPeEMs OAHOM U3 Hanbonee akTyasnbHbIX
3apay obecneyeHns HauuoHanbHol 6e3onacHocTn Poccun, 3aknioumnn pykoBoauTe b
WHcTuTyTa MeXayHapoaHbIX NCCnenoBaHuin.

3aBseplms cBoe KpaTkoe BbicTynneHne A.Opnos, kak MogepaTop Kpyrnoro ctona,
NpenocTaBns CNOBO 3aMECTUTENIO AnpekTopa MIHcTuTyTa Npobnem MHOpMaLMOHHOW
6e3onacHocTn MI'Y um. M.B.JTomoHocoBa AHaTonuio CTpenbLOoBy ANs Aoknaga Ha TeMy
«[TpaBoBoe obecneyeHre NHPOPMaLMOHHO 6e30MacHOCTU».

3amectutenb gupektopa NHCTuTyTa npobnem nHgopMaunoHHo 6€30nacHOCT OTMETU, YTO
npaBoBoe obecneyeHne NHEPOPMALMOHHbIX TEXHONOMUIA — OAMH U3 BaXHENWNX BONPOCOB
nosecTkmn aHS. KonnyecTBo HOpMaTMBHO-NPABOBLIX akTOB H0Nee YeM BENMKO, HO KAYECTBO MX
Bbl3bIBAET CEPbE3HbIE HApPEKaHUsl. DTO U MOHSATHO - BCe AenyTaTtbl PenepanbHOro cobpaHus
He MoryT ObITb cneunanucTamm B 06nacTu npaea, CTaHOBNEHNE HOPM KOTOPOro Nnoka ele
LNaxe He 3aBepLmnocCh.

Aupexkrop UMU MITMMO MUL Poccun A.Opnos, pykosoautenb [ upekunu no
UHGpOPMaLLMOHHbIM TEXHO/TOrNSIM AHannnTn4yeckoro ueHTpa npuv lNpasutenbcree P®
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A.XpoMoB u 3amecTute/nb gupekTopa UHctutyta npobrneMm nHghopMaLMOHHON
6e3onacHoctu MI'Y um.M.B.JTomoHocoBa A.C Tpe/ibL,OB.

BaxHo npoTuBooencTeme KOMNbOTEepHOM npectynHocTn, otMetun A.Ctpenbuos. EcTtb
cootBeTcTBYylOWMe nogpasgenexHma nu 8 ®Cb n 8 MBLL, HO HET NoKa CHUXEHWS NPECTYMHOCTN.
Takas xe TeHAeHUUs BUAHA XOPOWOo 1 B 3apybeXHbix cTpaHax, mpu TOM, YTO TaM TpaTAT Ha
60pbOy C KOMMbIOTEPHOM NPECTYNHOCTbIO HA NOPSA0K MK ABa Bonblue cpeacTs, Yem Poccus.
Heobxoaunmo, coenan npeanoXxeHne yYeHblid, BHECTM B YTONOBHbIN Kogekc Poccun nameHeHms
Hanpas/ieHHbIE Ha YCU/IEHME OTBETCTBEHHOCTU, eC/X NPeCTynneHne CoBepluaeTcs npu
MOMOLLUN NHAPOPMALIMOHHO-KOMIbIOTEPHbLIX TEXHONOTUIA.

Llenb obecneyeHns rocynapcTeeHHon nonmtukn B cgpepe VKT —nopnepxka HaceneHmem
3TUX MeponpusTuii. Moe npennoxeHvne — Npv oLueHke AesaTeNbHOCTY BNACTy rNaBHblii
nokasaTenb — noaaepxka B obwecTse.

A CTpenbLOB C COXaneHMeM KOHCTATUpPOBan, 4To ceronHs npu MNpesnaeHte Poccun HET HK
coBeTa, H1 KOMUCCUM MO UHCPOPMaLMOHHOMY 06wecTBy. Moa06HbIA MHCTUTYT, MO MHEHWIO
akcnepTa, NoMmor 6bl NpuBeYb 06WECTBEHHOE MHEHME K PELIEHNIO AaHHOW NPO6neMbI.

3aTtpoHyB TeMy obecrnedeHns 6e30nacHOCTV 06 bEKTOB MHPOPMALIMOHHOM UHAPACTPYKTYPbI,
A.CTpenbLOB OTMETUN, 4TO B HacTosiee Bpemst obcyxaaetcs MpoekT 3akoHa. OH obpaTtun
BHMMaHWe Ha TO, YTO 06ecneynTb BCe 3TO YCUIUSIMU OLHUX OPraHOB UCMONHUTENbHOM BNacTu
— HeBO3MOXHO. HeobxoauMbl IBe COCTaBNsIlOWME- rOCyAaPCTBO U HErOCY 4apCTBEHHbIE
CTPYKTypbl. Kak nokaabiBaeT npakTuka, nosiciun A.CTpenbuoB, aTa npobnema, k coxaneHuio,
noka He peleHa 1 B Beoywmx NpoMbIWIEHHbIX CTpaHax Mupa, Hanpumep, B FepmaHmu.

B 3akniounTenbHOM YacTy CBOEro BbiCTynneHnsa 3amectutens gupektopa NHctutyTta
npobnem nHdopmaumnoHHoi 6esonacHocT MIMY nm. M.B.JTomoHOCOBa KOCHYNCA BONPOCOB
MeX4yHaponHow npobnematumku. Mo ero MHeHMo HeobxoanuMa MeXx ayHapo4HOro npaea kK
paspeLeHnio MexXrocyapcTBeHHbIX NPOTUBOPEYNA B cdpepe NHAPOPMaALIMOHHBIX TEXHONOTUA.

Cnegnytowas sbicTynawowas, MaguHa KaceHosa, 3asegyiowas kagpenpom Mex ayHapoaHoro
yacTHoro npasa Junnomatuyeckon akagemmmn MWL Poccum , 3aTpoHyna sonpocam
OOpMMPOBAHMS MOAENN TPAHCTPAHNYHOrO yNpaBieHNs NHTEPHETOM N COTPYAHUYECTBa
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rocynapcTs B cipepe 6e30nacHOro UCMoNb30BaHUA MHTEPHEeTA.

M.KaceHoBa akueHTupoBana CBO€ BbICTYMIEHNE HA MeX OyHApPOAHO-MPaBOBOM KOHTEKCTE.
OHa oTMeTnna 410 NpUHSATbIE 0OCeHbIo OCHOBbI FOCYAAPCTBEHHOM NOMNTUKM CTABAT BHELWHIO
KaHBY M 0al0T UCXOLHbIE MNO3MLMM ONS PAa3BUTUS POCCUNCKONM No3mummn. 10 MHEHMIO
M.KaceHoBOWM MOXHO roBOpUTb O TOM, YTO UHTEPHET CEroAHS HUKOMY He NMPUHaLNEeXUT 1 BO
MHOIOM rpeBpallaeTcs B NOMMIOH TEXHONOMMYECKOWN «rOHKN BOOPYXeHuin» B cqpepe UKT. U3
aTOro cnefyeT Takne napagokchl, 4TO, HANPUMEp, «rocynapcTeo TyBany 6bonee 3awmweHo oT
Xakepckux atak n BTopxeHui, 4em CLUA» [rmockonbky, BO3MOXHO, 4TO B TyBany uHTepHera
HeT Boobue...- [pnM.aBT. ]- Cywectsyet
MeXAyHapoL4HOEe NpaBo BOVHbI U MEXAyHApOAHOe nNpaBo Mupa. Mnp MoXeT 1 ONXeH HavyaTb
obcyxaaTb OrpaHNyYeHns NpaBun BeAeHUs «KMbepBOH» BMECTO 0OCY X AEHMS BONPOCOB
MWUPHOrO MCMONb30BaHMA UHTEPHETA, cuMTaeT 3asenyowas kadenpon Mex ayHapoaHOro
yacTHoro npaea Odunnomatndeckon akagemmn MAL Poccun. Mo mHeHnntio M.KaceHosom
Heobxonommo obcyx aatb Bonpockl 6esonacHocTn KT Ha MHOrMX MeXAyHapOLHbIX
nnowagkax v, Hanpumep, akTneHee genatb 370 B pamkax OBCE.

C noknagom «MexayHapogaHast 6e3onacHocTb B obnactu ucnonb3oanus VIKT: rnobanbHble
TEHOEHUUN N HaUWOHanbHble MHTepeckl Poccum» BoicTynun Oner demnnos, OupekTop
nporpammbl MNP-LeHTpa «Mex ayHapoaHas MHgopMaumnoHHas 6es3onacHocTb 1 rnobanbHoe
ynpaB/ieHNE MHTEPHETOM»

Boictynmnewuid O.leMnooB noctapasncs OTBETUTb HA BONPOC: rotoBa N Poccust K peleHnsm
Me X OyHapo4HOro TexHnyeckoro coobwecTsa 06 ynpasneHnn nHTepHeToM. OH OTMETUA YTO
BEOyTCS OMCKYCCUM Ha pasHblX MeXAyHapoOHbIX nnowaakax, obcyXx aatoTcs nonMTnieckne
MEXaHW3Mbl, NpeanararTCa HOBble MEXAHU3Mbl 3aWNTbl YACTHOW XW3HW ANS NONb30BaTenemn
MmpoBoli ceTn. K coxanenuto Poccus He yyacTByeT B Takux amnckyccusix. Ecte nn guanor
Poccum ¢ aTnmm akcnepTHbIMK nnowankamm? ECTb v peakums Ha Te NOPOKK, HO KOTOpble
ykasan Oaeapa CHoyaeH?

CerognHs, Kak M3BECTHO, 0O4HA opraHunsaums pasgaet |IP-agpeca n fOMEHHbIE UMEHa, a
nmeHHo «Internet Corporation for Assigned Names and Numbers» (ICANN) [MexayHaponHas
HeKoMMep4eckas opraHn3auns, co34aHHast]

18 ceHTS6ps

i

1998 rona

U npwn yHactuu npasutenbCcTBal

CLIA
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U.4/14 perynnpoBaHus BOrnpocoB, CBsI3aHHbIX CU

L OMEHHbIMUN UMeHamu

,0

IP-anpecamu

0 m npo4umu acnekramv goyHKLMOHMPOBAaHNSL

WHTepHeTa

0— lpum.aBT.

]- Bbin N en paH MexayHapoaHbIi MaHaaT? — 3anaetcsa sonpocom yyeHbin. ICANN, no ero
MHEHUIO, ceroaHs 6onblue Noxoxa Ha akunoHepHoe 0bwecTBo. CerofHs CHMTaeT yYeHblid,
opraHvsaumns noBopaymeaeTcs K Mupy 1 yxoamt ns-nog onekm CLIA.

L pyroii BaXHbli N0 €ro MHEHMIO BONPOC — BONPOC 6anxaiilein nepcnekTBbl pa3BmTuns
MeX4yHapOLHOro ryMaHUTapHoro npasa. Y>xe 6bin1 nevanbHblid OMnbIT CO34aHNS 3KCnepTamm
HATO T1.H. «TannmHHCKOro pykoBoacTBa». 910 Obina CUCTEMHAS NOMbITKA OTBETA HA
NPUMEHEHNE ryMaHNTaPHOro Npasa B KOHPIMKTax B KnbepnpocTpaHCTBe.

Y Hac oTcyTCcTBYeT onpeneneHune knbepopyxus, otmetun O.Lemnaos. 310 rnobanbHbIii
BOMPOC KOTOPbIA BXOANT 1 B npobnematnky Poccun (MHOOKTPUHMPOBAHUE B CUCTEMY
BOOPYX€eHHbIX cun Poccun). CyuecTBytoT oblne onpeneneHns: UHopPMaLUNOHHbIE onepauuu,
3awmTa KomMnbloTepHbIx ceTelr. Kak Bce 3T0 Hao Ha3biBaTb C TOYKM 3PEHUS BOEHHbIX? Benb
060poHa coBCTBEHHOIO KMBEPNPOCTPaHCTBA — 3TO HYACTO aKTUBHbIE Onepaunmn B Yy XKNX CETSIX.
A Kak 310 conocTaBnsTb ¢ 060POHHO [OKTpPMHOM Poccnn? Kak onpenenntb B TEpMUHAX,
KOro OOJIXHO 3awuwaTb poccuiickoe knbepkomangosaHne smecte ¢ ®Cb Poccnn? Takum
06pasom, Mo MHEHMIO BbICTYyNAOWEro, 0AMH U3 Hanbonee BaXHbIX BONPOCOB MOBECTKWN OHS —
BOMPOC TEPMUHOMOTUN.

Cnepnytownii BoicTynatowmii, Butanuin KabepHuk, HayanbHuK oTaena nepcnekTMBHbIX
Hay4HOo-06pasoBaTenbHbIX pa3paboTok YnpasneHus nHHoBaunoHHoro passutus MICTMMO (Y)
MWL Poccum B cBOEM O0KNane KOCHYNCS BOMPOCOB HACTYyNaTenbHOro noTeHunana B
KnbepnpocTpaHCTBeE.

B.KabepHunk onpenensieT knbepnpocTpaHCTBO Kak NPOCTPAHCTBO KNOEPHETUYECKUX CUCTEM,
KOTOpOe MOXeT OblTb U He ceTeBbIM. [pun 3TOM B psige cnyyaeT noayYepkHy N BbICTynatowWwmi,
OTOENbHbIE HE CETEBBIE CUCTEMbI MOTYT NOABEPraThCs 3apaHee NnpeaHaMepeHHOMY
BHELPEHWIO 3aKNafok, 1 T7.4. YTo Takoe kmbepopyxue n knbepsoriHa? Mo MHeHUto
noKnagyvka NnoHATne «KnbepsoiHa» He CyLeCTBYET, 9Ty TEPMUHONOMNIO HAM MbITAlOTCH
BHe#puTb ¢ 3anafa. Takux BoVH ObITb HE MOXET, BOHA CeroHs He MoXeT ObITb orpaHuyeHa
KakvM-TO OHUM BMAOM TEXHMKM (CKaXeM «BpOHETpaHCNopTepHas BoHa», «MMCTONeTHas
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BOWHa»). PacwupeHne cpeacTB BEAEHNS BOWHbI - 9TO, MO MHEHMIO NOKaA4MKa, akcmoma
N3BECTHas BCeM CO BpeMeH Knaysesuua 1 jaxe paHee. 3anag npegnaraet Ham
B3aVMONpoTMBOpeYaLlee onpeneneHne ¢ TeM, 4Tobbl BHECTU NyTaHuLy. Bnpoyem, No MHEHWIO
Yy4Y€EHOro, BONpPOC 0 NpeaHaMEPEHHOCTN OTKPbIT.

Yrto npeactasBnseT ua cebs knbepopyxme — BUPYCbl, Pa3nnyHbIe Xakepckme ataku,
BHELPEHNsl — 3TO OAMH U3 NnacToB. Ecnn ceronHs ans HanageHus ncnonb3yoTcs knubepceTw,
9TO NPOUCXOANT OYEHb BbICTPO, ByKBANbHO MTHOBEHHO U HA Takoe BO3AENCTBNE HET
CLepXMBalowWero noTeHunana. 970 npupaBHUBaET KMbBepopyxune no psay napameTpos K
cTpatermyeckum HactynatenbHbIM BoopyxeHuam (CHB).

Ecnun nocMoTpeTb Ha yCTPOMCTBO COBPEMEHHO apMum, To, Kak cumtaeT B.KabepHuk, ceroaHs
B BOVCKax B MiaHe kmbepopyXuns siBHO NPOBaNieHO TakTMYEeCKoe 3BEHO — He XBaTaeT
COOTBETCTBYIOWMX CNELNANNCTOB, HO HAa CTpaTErm4eckoM ypoBHe pa3paboTkun BO34enCTBIS
ecTb.

Mo>XHO N1 cTaBUTb BOMPOC O AeEMUIMTapmU3aunn nHTepHeTa? Bo3mMoxHO, HO ceiiyac a1o
Hepeanunayemas 3anada. Ectb nepcnekTuBa perynmpoBaHus KnbepnpocTpaHCcTBa C TOYKM
3pEHMS BblNaBMBAHMS Ha YEPHbIX PbiHKax NpoaaBaemMoro kmbepopyxus. Mpn aToM AOKTpUHA
060pOHbI [ONXHA CTPOUTCS HA CBOEI aNneMeHTHOM 6a3e, Tak Kak HeCeTeBblE aTakM HUKTO HE
OTMEHSN.

C poknagom «[pmMHUMn y4acTma BCEX 3aNHTEPECOBaHHbIX CTOPOH B ONpeaeneHnmn
HaunoHanbHblX HTEepecoB Poccun B capepe UKT: naHb Moae nnv npaktmyeckas
noTpebHoCcTb?» BbICTYNMA Muxann Skywes, MeX ayHapoaHbIA 3KCnepT, NpenonasaTtenb
Ounnomatnyeckon akagemun ML Poccuu, yneH CoseTta KoopAnHAUNMOHHOMO LIEHTpa
HaunoHanbHoro nomeHa cetn IHTepHeT

Skywes oTMeTuN, 410 B 2003 rooy BOMPOC O KOHTPONE Hall MHTEPHETOM yXe obcyXxaancs Ha
nposoauBwemcs B XeHeBe caMmmuTe no npobnemam nHgopmaumoHHoro obwectea. OgHako kK
€4ONHOMY MHEHMIO ero y4acTHuku He npuwnu, n npyu OOH 6bina opraHnaoBaHa paboyas
rpynna no ynpaesneHuto nHtepHetom (PIYW), kotopoii nopyunnu paspaboTtaTtb BapuaHThl
MeX4yHapOL4HOro ynpasneHusi UHTepHeToM. B none 2005r. paboTta KOMUCCUM YCMEWHO
3aBepwmnaco. Ee ntorom ctan oOKyMeHT, B KOTOPOM MPenioXeHbl YeTblpe MO4e Nu
MEeXAYHapOL4HOr0 ynpaBneHNs MHTEPHETOM.
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Ho u4To Takoe nHTepHeT? OnpeneneHne MHTEpPHeTa BKIIIOYAET NPUHLIMMN Y4aCTUS BCEX
3aMHTEePECOBaHHbIX CTOPOH — FOCYAaPCTBEHHbIX OpraHM3auunii, YacTHOro CeKTopa,
rpax.naHckoro obulectea u euwe 0obaBnsOT akcnepTHoro coobuwectea. Co3naHne 1 0CBOEHME
MHTEePHEeTa YeNOBEKOM MO CMIOXHOCTM 3a4a4v MOXHO NPMPaBHSTb K 3a1a4e OCBOEHUS
KocMoca. Tak orpoMeH 1 6ecKkoHeYeH MHPOPMALIMOHHbIA MUP. Kak Bce 3T0 JOMXHO
paboTatb? K coxaneHuto, noka HeT gaxe obuero noHMMaHms NOHSATUIMHOro annapara. U,
KOHEYHO, BaXHa HefonyCTUMOCTb CNeXKN B UHTepHeTe. OOMH U3 BaXHbIX BOMPOCOB — BOMPOC
noeHTUUKaumMm nonb3oBaTenein nHTepHeTa. HemgonyctuMo roeopmtb 06 aBCONOTHON
AHOHWMHOCTM, HO U HENb3s MyckaTb B UHTEPHET «MO NacrnopTy».

Ha kakom ypoBHe perynupyeTtcst UHTEPHET (MOAKIOYEHNE, OTKOYEHUE NN YHUHTOXEHNE)?
MNoka Ha ypoBHE MPUNOXEHWUIA, FAe OCYWeCTBNAETCS HaUMoHanbHoe perynmposaHue. Ha
6onee BbICOKOM YPOBHE — CETEBbIE aApeca, AOMEHHbIE MeHa, U elle Honee BbICOKOM — Ha
CETEBOM YPOBHE, PEryNPOBAHUS HET.

ICANN perynupyeT nOMeHbI, CETEBbIE apeca perynupytot 5 opraHmsaumnii B Mmpe.
OpraHnusauns perynupytowas cetesble agpeca no Poccum Haxoantcsa B AMcTepoame v
LeNCcTByeT Mo ronnaHackomy npasy...

MO>XHO 1 Hy>XHO MCKaTb HapywmuTenen nitepHeTa. Ectb pasHble Metoamku. Ho BaxHee Bcero
CeroaHs, no MHeHmio M.Skywesa, unbTpaums Ha ypoBHE CEMbM.

Poccus, no MHEHUIO M.ﬂKyLueBa, HeOoCTaToO4YHO akKTUBHO MUCMNOMb3yeT CBON MeXOyHapoOdHble
BO3MOXXHOCTN — HE0HX0AMMO aKTUBHO y4yacTtBoBaThb B pa60Te BCEX MEXAYyHapoAHbIX
nnowanok, a He yxoguTb OT HUX.

Cnepyowmm BbicTynatowmm ctan YpeasblyamHboli 1 [TonHOMOYHbIV NocnaHHuk PO,
Mpe3unpeHT-npencenarens Hay4yHoro coseta HaumoHanbHOro MHCTUTYTa UCCnenoBaHum
rnobanbHoin 6e3onacHocTn AHaTonuii CMUMPHOB, NpeacTaBmMBWMIA cBOIM goknan «CTpaTarema
Me X OyHapo4HON NHAOPMaLMOHHOK 6e30MacHOCTM» B BUAE SPKOW U coaepXaTenbHOoM
npeseHTaumn.
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Kak HanoMHun yyactHukam guckyccum A.CMnpHoOB, «CMeHa MCTOPUYECKNX 3NOoX
onpenensieTcs CMEHON KOMMYHUKAUMOHHbIX TexXHonoruin» (FCepbept Mapwann MaknioaH). Mo
€ro MHeHuto Ha4dano XXI| B. MOXET BOMTU B CKpUXanu 4YenoBeyecTBa Kak OANH U3 cambiX
LpaMaTnyHbIX Nepnonos. MNnaHeTa Bowna B 30Hy reononnTMYeckon TypOyneHTHOCTI: CNONOXK
BOMHbI UMBUNN3ALMIA, MEXAYHAPO4HOro Teppopmama, yrposa peueccuu, peumansbl X0N04HOM
BOWHbI U NNUPATCTBA, BCMNECK I0KasbHbIX U PernoHanbHblX KOHPNNKTOB, TEXHOrEHHblE,
NPUPOLOreHHbIE, COLMOreHHbIe KaTacTpodobl, aNnaemMum u naHgemuu, ronon. Hanbonee emko
aTa cuTyaums oueHeHa B Ctparterum HaumoHanbHoin 6esonacHocT Poccnm (o1 12.05.20009r.):
«Bo3pocna ysi3BMMOCTb BCEX YIEHOB MEXAYHAPOLHOro cooblecTsa nepes NMLOM HOBbIX
BbI30OBOB M Yrpo3». [1oaBMAMCb N MHADOreHHble Yrpo3bl.

CETERasl CTPYKTypa HenpaBUTeNbCTBEHHbIX
OPrafnsaunin, pabortarowmx npotus Poccum

Kosimaese
ROV TR HTRNLE § VMY
SO 2 3

11 ppeafipr 3013

Cnanng n3 goknana-npeseHraununl lMpe3angeHT-npencenarenb HayyHoro cosera
HauunoHanbHOro MHCTUTyTa uccrenoBaHui rnobanibHou 6esonacHoctn A. CMUpHoBa
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Bonee nonyseka Becb Mmp, oTMeTun A.CMUPHOB, OXBa4eH becnpeLieneHTHOW
NHJOOPMaLMOHHONM pesonoumein. EE dpeHOMEeH NpUHUMNMAaNbHO U3MEHUN reonoIMTUYECKIUA
KOA UMBMAN3ALMIN: C OOHON CTOPOHbBI — NTOKOMOTMB NATOr0 TEXHONOMMYECKOro yknana, ¢
LPYroW — HOBble BbI30BbI 1 Yrpo3bl MeX AyHapoaHoin 6e3onacHocTu. Beaywme rocynapcTtea
paspaboTanu n peannm3oBanu KOHUENTyabHble U AOKTPUHANbHbIE CTpaTareMsl
ncnonb3osanuns noteHumana VIKT B reononnTnyeckom KOHKYpeHUnu.

I3BecCTHbIN aKcrnepT HanoMHUN O TOM, 4T0 OCHOBbI FOCY4AaPCTBEHHON NONNTUKK Poccuiickoi
depnepaunn B 0b6nactn MexayHapoaHON NHopMaLUnoHHOM 6e30MacHOCTM Ha nepuo Ao
2020 ropa». (YTBepxaeHbl MNpeangeHTom PD 24 niong 2013 r. Mp-1753) K 4ncny 0CHOBHbIX
NPUOPUTETOB OTHOCAT y4acTue Poccum B hopmMrpoBaHn MEXaHN3MOB MEX AYHAPOLHOrO
COTPyOHMYecTBa B 06n1acTn NpoTUBOAENCTBUSA yrpo3am ncnonb3osaxHmsa UKT B
TEPPOPUCTUHECKMX N SKCTPEMUCTCKUX LEeNsx, B T.4. AN BMelWaTeNbCTBa BO BHYTPEHHUE Aena
CyBepeHHbIX rocynapcts. B uenom OcHOBbI 3akpennsatoT cTpemneHne Poccninckon
depepauun k MaclwTabHOMy COTPYLHUYECTBY B Aefle YKPenneHns Mep LoBepusi B caepe
npumeHeHns VKT 1 noBbilweHns 3o pekTMBHOCTU NEPEroBOPHOro npowecca B obnactu
POPMUPOBAHNS CUCTEMBI MEX AYHAPOAHOW MHAPOPMaLMOHHOK 6e3onacHocTn (MUB).

K kakum BbiBOgAM 1 NpeanoXeHNsaM NpuxoauT pykosoamtenbs Hay4yHoro coeeTta
HaunoHanbHOro nHCTMTYTa NccnenoBaHuin rnobanbHol 6e3onacHocTn? Mpexae Bcero,
cuntaeT A.CM1pHOB, HEOBX0AMMO NCMO/b30BaTh MOLLHbIA MOTEHUMAan 9KCNepTHOro
coobuectBa Poccnm ans npoasuxerHns MUB. A.CMUpHOB Takxe nognepxan npeanoxexHue
0 NMpOoBeOeHUN KOHMPepeHunn Mex ayHapoaHo KOHgepeHLM No NHPOPMAaLIMOHHOM
6e3onacHocTu B MockBe, paBHO Kak 1 NpennoxeHune, BbickadaHHoe A.CTpenbLoBbiM, O
NpUBNEYeHMn obWeCcTBEHHOCTH, T.€. KpayacopcuHra. OH TakXxe npeanoxunna co3aatb
3aKPbITYIO COLManbHYO CeTb ANS 9KCNEPTOB N0 BONPOCaM MHMOPMaLMOHHOM 6e30NacHOCTH.

Bonbwoii nHTepec Bbi3Ban noknag o cuctema kmbepobopoHsl KHP, koTopblli caenan ctaplmii
Hay4HbIA cOTpyaHUK LleHTpa aHanusa ctparteruin n texHonorum Bacunuin KawwnH

Kak otmeTun B.KawwnH, oco3HaHne poniv MHEPOPMaLMNOHHBIX TEXHOMOTUiA 1 KNbepopyXms B
KHP nayanocb B 90-e roabl npownoro 20-ro Beka, Koraa Ha aTy TeMy NosiBUCS psg
ny6nmkauuin B BOEHHbIX XYypHanax, oueHneatwowmx Takne npoueccol B CLUA. HoBblili pbiBOK
HOAK cosepuwaeT B 2000 roay: 4-e ynpaBneHue (paanoanekTpoHHoh 6opbbbl - POB)
eHwTaba KHP HaunHaeT pa3paboTky MHTErpupoBaHHbIX 3NEKTPOHHO-CETEBbLIX Ornepauunii B
Ka4yecTBe NPUOPUTETHbLIX C TEM, YTOObI HUBENUPOBATb aMepPKaHCKOe BOEHHOE
NPEBOCXOACTBO.
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MepBble paHHble 06 ycnexax HOAK nosiBunuce B 2004 roay, korna 6bi10 coobuweHo 06
y4yeHusix kmbepnonpasneneHuii 38 n 65 apmuin HOAK, koTopble AEMOHCTPUPOBANN CBOU
BO3MOXHOCTW CTPEMSICb B XO4e YY4EHMWn 010NeTb apyr opyra.

PacTteT uncneHHocTb 4-e ynpasneHus MeHwTtaba KHP, koTopoe B3anMoaencTeyet ¢ 3-M
ynpasneHvem ["'eHwTtaba KHP. Bcero Ha HanpasneHun knbepnpoTtrneobopcTtea cnyxat 6onee
100 TbiC. BOEHHOCYXalmX, YTO CONOCTABUMO C YMcneHHocTbio cTpykTyp AHBE CLUA.

Ha ceroHsi MOXHO roBopuTb 0 CywecTBoBaHumn 12 610po Texpa3Benok OPMEHTMPOBAHHbIX MO
reorpadonyeckomy npuHumny. Buaumo nx yactb n Benet kmbepnpotmsobopcteo ¢ CLIA. 3
Texbopo opueHTpoBaHbl Ha CeBep (BO3MOXHO, B TOM Yucne, Ha Poccuto n MoHronmio) - NeNe
5,10,11. B KHP oTKpbITbl Kak MpounbHble BbiCWME y4yebHble 3aBeeHUs, TaK n
NINHIBUCTUYECKNE NHCTUTYThI, FOTOBSALWME NOMNONHEHNE NS apMenckux cneumanuctos. KHP
co3pano 06bekTbl POB-knbepbesonacHoctn Ha Kybe, B [NaknctaHe n Vipane.

Vcnonbays pactywmin noteHuunan kutanckoro IT cektopa akoHoMmukn HOAK npuabiBaeT Ha
BOEHHble COOPbI CNeunanicToB, COXPaHss TEM CaMblM 3HAYUTE/bHbIN KaapoBbIf U
MaTepuanbHblid NoTeHuman.

C noknanom o LleHTp knbepbesonacHocTv HATO B TannuHHe BbIcTynun ["eHepanbHbIii
nmpekTop «MHpoPoc» IdeHnc TiopuH. B KoHUe HOSI6ps B DCTOHUM NPOLWIN KpynHeiwne 3a
Bpems cylectsoBaHns HATO yyeHns no oTpaboTke BONPOCOB Knbep3awmThl
NHgpacTpykTypbl AnbsHca «Cybercoalition-2013». B yyeHusax npuHano yyactme, noa4epkHy
BbICTyNaBwuii, no4tn 500 Yenosek: cBbiwe 100 COTPYAHNKOB TannMHHCKoro O6beanHeHHOro
LeHTpa nepenoBoro onbita B o6nactu kmbepsawmntol HATO 1 ewe 6onee 300 ocpuuepos ns 32
CTpaH-4/1eHOoB 1 NapTHepoB AnbsHca - yaaneHHo.

Mo mHenuio [.TiopuHa yyeHus «Cybercoalition-2013» ctanu nornyeckmm NpoaonxeHnem
BoeHHbIx MaHeBpoB HATO «Steadfast Jazz — 2013», koTopble NpoxoAnnu B Ha4yane HosIbps Ha
Tepputopum Mpubantuku n Monbwwn. CueHapuii 3TUX MAHEBPOB NPedycMaTt-pusan, noM1MO
OTpaXXeHNs arpeccumn NPoOTUB SCTOHMMU CO CTOPOHbI BbIMbIWAEH-HOrO rocygapcTea "boTHus", B
TOM yuncne n otpaboTky 3awmTtbl cTpadH HATO ot macwTabHoro knbepynapa npeanonaraemoro
NPOTUBHMKA. [10 yOMBMTENBHOMY COBMaLEHNO, B CAMOM Ha4vasne y4eHUn rocyjapcTBEeHHbIe
NHGOPMALMOHHBIE pe-cypcbl YKpauHbl, Poccun, Monbwm n ctpax MNpunbantrnky noaseprnmch
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BMONIHE peanbHbIM, a He y4ebHbIM XxakepckuM atakam. Ha Heckonbko YacoB npekpatun paboTy
naxe cant tannmHHckoro Knbepuentpa HATO. KTo cTOSIN 32 9TUMM atakamm, Tak U 0CTanocb
HESACHbIM.

C YkpaunHoi, no MHeHuto "'eHepanbHoro ampektopa «MHdoPoc», cutyaums cnoxmnacs
no-apyromy. Ha BbiBeIEHHbIX N3 CTPOS calTax yKpamHCKUX rocyAapCTBEHHbIX CTPYKTYP
(TeHnpokypaTtypa, Mea- cnyx6a CBY n gp.) oT uMeHn TannmHHckoro kmbepueHTpa HATO
6bIN0 pasme-wWeHo NpeaynpexaeHme 0 HECOOTBETCTBMMN 3TUX BEO-CTPaHMLL HATOBCKUM
cTaH-gapTam knbepbesonacHocTu. bproccenb, KOHEYHO Xe, ONPOBEPr CBOK MPUYACTHOCTb K
9TUM MHUMIEeH-TaM. B cambili pasrap yyeHun TannmHHckuid LieHTtp knbepaawntel HATO
ohULM-anbHO 3asiBMI O TOM, YTO HEKME CUbl MPOCTO MPUKPLINNCH Ero AOOPbIM UMEHEM U
nocTapanncb CKOMMNPOMETUPOBaTb AeATEeNbHOCTb AnbsHca. BUHOBHUK MK BU-HOBHUKMK BCErO
npouclielwero Tak n He 6bin Ha3BaHbI.

Kak cuutaet [.TiopuH, TO, 4TO HE MOryT caenaTb odouumanbHble CTPYKTYpPbl, JOCTYMHO
aKc-nepTHoMy coobuwecTBy. OCOBEHHO TakOMy SPKOMY €ro nNpeacTaBuUTeNto Kak
Me>X-ayHapoaHbIi LEHTP 060POHHbBIX UCCNef0BaHWIA, PacnoNioXeHHOMY BCE B TOM X€e
TannuHHe 1 Bo3rnaBnsieMoMy He6e3bI3BECTHBIM CNeLnanicToM No MHPOPMaLMOH-HbIM
NpoBOKaLUMSM, OTCTABHbIM aMepMKaHCKMM aunnomatom MaTTbto Bpaiisoii.

BbicTynaBwwii HanoMHWA, 4T0 cam BbiIbop TannnHHa B ka4ecTBe MecTa pacnonoxeHus LleHTpa
knbepbesonacHocTn HATO nmkToBancs HacToAaTeNbHbIMU Npocbbamn SCToHMM 06e3onacnTb
ee 0T XaKepcKkmx aTak, ConpoBOX AaBWMX MACCOBbIE MPO-TECTbl MPOTUB NepeHoca
"6poH30Boro congara” B 2007 r. SCTOHCKME BNacTu 1 To-raa ysuaenu 3gechb "pycckuii cnen” n
noTpeboBany y anbsiHca yCUNeHHy Kmbep-HeTUYECKYHO 3alLnTYy.

Poccus, no mHenuto [0.TiopuHa, noka 06bekTmeHo otctaeT ot CLUA n gpyrux ctpaH HATO B
pasBnUTMM COBCTBEHHOM NPOrpamMmbl knbepbesonacHocTn. 3asBneHHoe co3aaHne KnbepBorck
noka He Npou3oLwno, 06 y4yeHnsx No NHEPOPMaLUMOHHON 6e30MacHOCTM BOOOLWE HUYEro He
CnblWHO. He cny4yariHo, HaBepHoe, 4To uMeHHo Poccusa BoicTynuna B8 OOH ¢ nHuumaTtmseom
OrpaHnNyeHns roHKN BOOPYXEHN B UHCDOPMALIMOHHON cdhepe 1 npeanoxuna gpyrum ctpaHam
NPUCOEaNHNTBCS.

Iuckycens, npowenwas B AHanMTnyeckom ueHTtpe npu MNpasutensctee PP bbina
OTKPOBEHHOW, MHTEPECHO 1 BecoMoil. OBCy X aeHne BONPOCOB Nokasasno ¢ OAHON CTOPOHbI
HEobX04MMOCTb PEerynsapHoro NpoBeaeHns nogobHbIX BCTPEY aKCnepToB Ansg obmeHa
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MHEHMAMN, KOOpANHAUUKM No3nunin. B aToT pas, noxanyi, B BbICTYNNEHUAX SKCNEPTOB
Hambonee ocTpo Npo3syyana npobnemMa HeO6X0AUMOCTM CO30aAHUS €ANHO CUCTEMBI
TePMUHONOrK 1 ee koanukaumm. CocTosBwasca AMCKYCCUs cTana onpeneneHHbIM BKnaaom
aKCnepTHOro coobuecTea B pa3apaboTky BONPOCOB HALMOHANbHON 6€30MacHOCTM
npuMeHnTenbHo K MIKT, 0630pOM pOCCUMCKIMX NO3ULMIA NO BOMPOCY MEX OyHapOaHOW
NHGOPMaLMOHHON 6e30nacHOCTW. Bbi3biBaeT yoOBNETBOPEHME TOT (OAKT, YTO y4aCTHMKaAMM
Kpyrnoro ctona ogobpunu nHnumaTney AHanMTM4eckoro LueHTpa npu MNpaeutensctee PO u
WHcTuTyTa MexayHapogHbix uccnegosanunin MIMA MITMMO (Y) MWL, Poccun 0 nposBeaeHnmn
BecHol 2014 rona MexayHapoAHol KOHgIepeHUMr No nHopMaumnoHHoi 6ezonacHocTu. Mpu
aTOM OblNa 0OTMEYEHA BaXxHas ponb KOTOPYI MOXET Cbirpatb XypHan «MexayHaponHas
XW3Hb» B Ka4eCcTBE UHHOPMALMOHHOrO CNOHCOopa Takoro cobbITus.

NcTouHuk: http://interaffairs.ru/read.php?item=10311
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